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https://www.belcan.com/2023/01/16/pros-and-cons-of-digital-twin-technology
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DIGITAL TWIN: WIND TURBINE/FARM
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https://www.offshore-mag.com/renewable-energy/article/14298756/overcoming-
offshore-wind-industry-obstacles-with-digital-twins
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CS 460/ECE 419: Security Laboratory
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https://www.graduateprogram.org/blog/what-is-a-flipped-classroom
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INDUSTRIAL CONTROL SYSTEM (ICS)
VIRTUALIZED TESTBED ARCHITECTURE
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FALL 2023 SEMESTER
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:: Fall 2023 in-class activities:
>> Understanding config files
>> Capturing traffic

>> Exploring PLC logic

https://en.wikipedia.org/wiki/Programmable_logic_controller
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Power Output (MW)
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Wind Direction (High)
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:: Fall 2023 in-class activities (con’t):
>> Demoing attacks: Physical

access @ wind turbine + AiTM

https://doi.org/10.1016/].ijcip.2017.03.001
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:: Fall 2024 in-class activities: : i
>> Fall 2023 + connecting wind
turbines into a wind farm 5 Q 3

https://www.vecteezy.com/vector-art/26303866-vector-black-
and-white-wind-generator-or-turbine-icon-alternative-energy-
source-line-illustration-environment-friendly-concept-ecological-
electricity-equipment-coloring-page
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\
:: Fall 2024 in-class activities (con’t):
/\ >> Brainstormed attack scenarios

https://en.wikipedia.org/wiki/Common_Weakness_Enumeration
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WIND TURNIBE ATTACK MITIGATION




IL ILLINOIS

Information Trust Institute

:: Wind turbine segmentation

:: Physical/environmental security

:: Monitoring and anomaly detection

:: Secure remote access (e.g., jump servers or bastion hosts)

:: Protocol-level safeguards (e.g., protocol whitelisting that allow only those

Modbus function codes necessary for operation)
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:: Gaining exposure to cyber-physical systems and their (in)security
:: Conducting hands-on cyber attack simulations and implementing defenses
:: Using digital twins for modeling and analysis

:: Practicing debugging and problem solving
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:: ICS Virtualized Testbed (Quick) Demo:
https://github.com/ITI/ICS Virtualization Testbed-wind turbine
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https://github.com/ITI/ICS_Virtualization_Testbed-wind_turbine
https://github.com/ITI/ICS_Virtualization_Testbed-wind_turbine
https://github.com/ITI/ICS_Virtualization_Testbed-wind_turbine
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:: Shout out to my colleagues: Matt Luallen (U of I) and Bryan Richardson

(Patria Security)
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:: Casey W. O’Brien

:: Associate Director, Cyber Defense Education & Training
:: Information Trust Institute (ITI)

:: University of lllinois Urbana-Champaign

:: cwobrien@lllinois.edu
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